YATAE ESXi |- 252 Service Gateway 13 {f}F]] Vision One
1.Service Gateway HY Z45 353k
Service Gateway ¥ F&E % VMware ESXi 6.5, 6.7, or 7.0 < “~N 7 #% Nested virtual machines -
SHHCHE Service Gateway B HH A A #5 TRE 2K R b AS XU BE

Virtual CPUs (Minimum / Virtual Memory (Minimum /

Service Recommended) Recommended) Virtual NICs
ActiveUpdate 2/4 4 GB/ 8GB 1

Smart Protection Services 3/6 4GB/ 8GB 1

Suspicious Object List 2/4 4GB/8GB 1
synchronization

Third-party intelligence 2/4 4GB/8GB 1
synchronization

Log forwarding 1/2 2GB/ 4GB 1

All services 8/ 16 12GB/ 24 GB 1

it HH:
a.fEfit CPU 75 By 64 f T 4o e i 5, CPU YR BT 2 /D AR SE 2.3 GHz, 57 $% hyper-threading £
Virtualization Technology (VT)#fii7

b. B iR 2= ] 22 /75 % 500GB
C. i B4R B FR 2257 % VMXNET3 Eil 1000 Mb/s
2.5 A Vision One,®E#E Inventory Management > Service Gateway Inventory
£ Search
Response Management
= Security Policies
Mobile Security

Inventory Management 4
Endpoint Inventory

Email Account Inventory

Network Inventory




3.BL%E Download Virtual Appliance

Trend Micro Vision One™  senice Gateway Inventory

+ Download Virtual Appliance

Service Gateway Connection status Connected endpoints

4. %1575 VMware ESXi(OVA),ill7 H 72J#% | agree to the End User License Agressment, F5EL%2 Download Disk
Image [N #j Service Gateway [y OVA F&ZE

Service Gateway Virtual Appliance

VMware ESXi (OVA)
Microsoft Hyper-V (VHD)

+| | agree to the

& Download Disk Image || 4.3 GB (

Registration Token

ey)0eXAIOIKV1QiLCIhbGciOiISUZI1NiJ9.ey)jaWQIOil2ZGNmYjk | | [

5.F ESXi b, BEEEE eSS FIRE S 0T/ SRR i Es

vmware ESXi” root@172.16.250.228 v | KA v |
T R {1 localhost.localdomain - FE531 25
MEEs ] —
i <) I | ¢ EmEE (a2 )
Eiz 0.1 v BE v EEREH v | ERBfE v FHEE v F#CPU v v
0. & witness_2016 @ % 798GB Microsoft Windows S... 40 0MHz omB
a. @ WinXP_Txone (/] k% 18.52 GB Microsoft Windows X... XP_TXone 36 MHz 3.04 GB
Q @i 0., G windows2000_T @IE% 51168 Microsoft Windows 20... %0 13 MHz 2.04 GB
a Windows11 @ E% 2282GB Microsoft Windows 10... 740 0 MHz oMB
0., @ win7_Txone™30 @ E%E 7302GB Microsoft Windows 7 (... 341 9 MHz 8.07 GB
O Win2012_Internal Q - 14.5 GB Microsoft Windows S... ESil 0 MHz 0 MB
3., & win2009 @ EX 1891GB Microsoft Windows S... 70 0 MHz oMB
0., & win10_TMSL30 ®IE% 37.13GB Microsoft Windows 10...  WIN10TMSL30 1.3 GHz 12.08 GB
R = v 39 EE
r

6. 858 OVF B OVA fRZE Bl i St 2% de ~—H

B 18 0 A B

v B BRI AR R
2 R OVF ] VMDK k3% TR RIS S 887
3 WERRLFE
4 1SS
T B R

it OVF =k OVA BEZEEF = fn iF i 38

BHIRAEL R

ILETATI SR T e A OVF 22 VMDK 18 & =2 17 HEEEn
125




7.5 N\ g b 2 Y R, BRI T3y OVA RE 2R 2/ 1&3% T —H

) 14 E 53R - Trend Micro Vision One - Sevice Gateway

v 1 EREIER 5\ B BEIERH B TE -
2 EH OVF fl VMDK 1= I‘ Trend Micro Vision One - Sevice Gateway |
3 EmETE ERRESERZTAS 80 B - AE6E ESXi AT EEPUBRE—H -

4 EHEES

x @ service-gateway-1.0.0.10067.ova

B TR Sohl
&
N2 57 M 1y o VRS
8. ZZEFEIRE OVA FE LS TN E Storage, ZN&i% T —H
) #1225 1428 - Trend Micro Vision One - Sevice Gateway
v 1 EERIER ENRTEE
Rgei=r OV VMDY S ENETERRNENTHE
b 3 BERREE
AREERE
Y ERRENASEREMAERERENENEHE -
ZiE v BE v | OH v | EEH v BEhE v Fl v
datastore1 (1) 469.5GB  453.24GB  VMFS6 FiE B
1.82TB 1.02TB VMFS6 FiE B
SSD02_2TB 1.82TB 58836 GB  VMFS6 =i B
WDO01_4TB 3.64 TB 3.187TB VMFS6 =i B
4188
= = ‘ =

9. e A F BEIH, NM&IE T —H

) 21 E #2122 - Trend Micro Vision One - Sevice Gateway

v 1 MRS HBEEIR

Vv 2 ] OVF H] VMDK # % EmaEEE

v 3 ENRTER
ErsE VM Network VM Network v
HERME @EE0=g
EHEREE

1
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[
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104 A s e fe A I, FHZ 52 R

11 #iigE SR - Trend Micro Vision One - Sevice Gateway
EEEITHE FIF=t=31

1
2 #EY OVF #] VMDK 155
3 ENEER
4
5

BEER

L 4L <L

=2 service-gateway-1.0.0.10067

Trend Micro Vision One - Sevice Gateway

service-gateway-1.0.0.10067_disk0.vmdk

S$SD01_2TB

HE

1117 Service Gateway #5251, BHEBHENER R, B BB RLUFRACHE 10-15 5734

o] localhost.localdomain - FE#E1% 28
T E=
=7 il ¢ EmEE £ BiE Q=
BT O EER%EM v | EfRfEX REE F# CPU
B S [ 1] I Trend Micro Vision One - Sev E=al Centos 7 (64 fI17T) 40 0 MHz 0MB
» Trend Micro Vision On... U, &3 ubuntu1804 Q= 20.46 GB Ubuntu Linux (64 {iI70)  bruceserver 116 MHz 8.06 GB
EZERER.. 0. v-gw @ I% 584GB Ubuntu Linux (64 fiI7T) k&0 0 MHz 0MB
B &% O W2012_Web @ E= 954GB Microsoft Windows S... 540 0 MHz 0MB
Q Wi O W2016_remove._tool @ £%  38.59GB Microsoft Windows S... %1 0 MHz oMB
a {5 Win10_Bcap Q= 32.16 GB Microsoft Windows 1... 7%l 6 MHz 12.08 GB
O.. & win10_Chiayi Qs 35.63 GB Microsoft Windows 1...  Win10_ODC 339 MHz 16.09 GB
O..  win10_obc @ ExX 7988GB Microsoft Windows 1... | DESKTOP-J4BTQHI 1.3 GHz 6.4 GB

40 15

Trend Micro Vision One - Sevice Gateway

TR CentOS 7 (64 7T)
HEY

VMware Tools &

CPU 8

g 12 GB

1275 A Service Gateway [ &%, FEhilig A TEEXAUIESR :admin 2% VISG@2021

Trend Micro Vision One service Gateway

d Line Interface (CLI), 1 on with your administrator account cre
localhos
Password:

13. bR 25 [ DR 28 B S R IUE, 575 FF I A\ TR Y %8S
on One - Service Gateway

Line Interface (CLI), log on with your administrator a Cr

Password:

Last login: Wed Feb } 15: 15 on ttuyl
You must cha i
(current) UN




14. 558 5 SETHY RS 2 1%, 5 A DA A CLI Y E HL ], AT TAHRHHY Available commands
XK RS (8-32 F ~ JAE G A/INE L ~ B HIRIRT )

(current) UNIX

New passwor

Retype new pa

all authent 10n ‘rr.l-r‘nc updated successfully

I O 3 - 3 O M0 00 M 00 T 0 0 0o - o TN 0 D0 M0 0 OO0 0O M 0 000 0 0 0 o

* Trend Micro Vision One - Ser e Gateway

WARNING: Authorized Access Only

Available comma
r'lmh le

conf

comect est nnPrtlnn to TPFnd lePn ”1

exit . inistrative commands

help :

history

ping :

reboot he Service hafrunu after a specified delay or immediately
register jister the Service Gateway to Trend Mi ion One

shutdoun . down the Service Gateway after a specified delay or immediately
unregister nregister the Service Gateway from Tremd Micro Vision One

16. {FHLL T I54 8% E Service Gateway [y hostname
5% configure endpoint <hostname>  ({#jz¥:Endpoint name or FQDN)

# configure endpoint SG-test

17 [ LU FI54 5% E Service Gateway [y IP address
}54 :configure ipv4 static <ip> <mask> <gateway>
#t|conf igure ipwvd static 172.16.258.246 255.255.8.8 172.16.188.1

Please walt... This might take a f'ew minutes. Do not shut down the Service Gateway.
IPv4 address configured successfully.

18.{FHFH L T #54 #% %E Service Gateway HY DNS server:
5% configure dns ipv4 <dns1> [dns2]

#t|conf igure dns 1pvd 1/2.16.188.18 1668.95.1.1

Please wait... This might take a few minutes. Do not shut down the Service Gateway.
DNS conf igured succ ully.

Service Gateway CLI Commands 0] 223 D) [N i#4k:

https://docs.trendmicro.com/en-us/enterprise/trend-micro-xdr-online-help/inventory-management_001/service-gateway-inve/service-gateway-cli-.aspx



https://docs.trendmicro.com/en-us/enterprise/trend-micro-xdr-online-help/inventory-management_001/service-gateway-inve/service-gateway-cli-.aspx

19.%5° A Vision One, 2535 Inventory Management > Service Gateway Inventory

£ Search

Response Management

2 Security Policies

Mobile Security

Inventory Management A

Endpoint Inventory

Email Account Inventory

Network Inventory

20. EL#E Download Virtual Appliance
Trend Micro Vision One™  senice Gateway Inventory

+ Download Virtual Appliance

n status Connec

Service Gateway Virtual Appliance

Disk ima
VMware ESXi (OVA)
Microsoft Hyper-V (VHD)

[] 1agree to the End L

Registration Token

eyl0eXAIOUKV1QiLCIhbGCOUSUzH NUJ9.eyjaWQiOil2ZZGNmYjk || [T

> enable

Administrative commands:
conf igure
connect
¢it admin
mtax
history play the n’s command history
ping Ping a specific address
reboot Restart the vice Gateway after a specified delay or immediately
register Register ti} > : rend Micro Vision One
shutdown Shut down the Servi Gateway after a specified delay or immediately
unregister Unregister the Service Gateway from Trend Micro Vision One




23.7f Service Gateway sF it &l Vision One BYF5< U1 T

5% register <regiatration_token>

245 A Vision One,®L35 Inventory Management > Service Gateway Inventory

Search
Response Management

Security Policies
Mobile Security

Inventory Management ~
Endpoint Inventory
Email Account Inventory

Network Inventory

25737 Service Gateway &5 2T i, Connection status & &8~ Healthy
Trend Micro Vision One™  senice Gateway Inventory

+ Download Virtual Appliance

Service Gateway Connection status Connected endpoints Uploaded

Healthy 4 115.6 MB

Healthy 0 1.06 MB




